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Amendments to the Claims: 

This listing of claims will replace all prior versions, and listings, of claims in the 
application. 

Listings of Claims: 

Claims 1-66 (Cancelled). 

67. (Currently Amended) A method of producing obfuscated object code, the 
method comprising: substituting an assignment of a variable in source code with a class 
template defining a plurality of functions of the variable, each of the plurality of 
functions indexed by a key value and associated with a series of operations resulting in 
the assignment of the variable in a manner obfuscating such assignment; selected 
fun ct i on of th e variabl e , and compiling the source code using a compiler to produce 
object code, wherein the compiler inserts in the object code the series of operations 
associated with one of the plurality of functions of the variable identified by a key value 
provided as a parameter of the class template, sel e ct e d function is arrang e d to caus e th e 
variabl e to be pr e s e nted in th e compiled object code as a series of op e rations. 

68. (Currently Amended) The ITAH method according to claim 67, wherein 
the series of operations comprises a plurality of operations from a group of operations 
including by which th e variabl e is pr e s e nt e d i s mad e up of arithmetic operations and 
and/or logical operations^, , and wherein the scries of operations ta arranged, upon running 
of th e object code, to provid e t h e v ariabl e . 

69. (Currently Amended) The ITA11 method according to claim 68, wherein 
the group of operations further includes operations which can reliably return a variable to 
its assigned value, seri e s of op e rations by which th e variable is present e d compris e s 
complementary operations arranged, upon running of the object code, to provide the 
variable. 



Applic. No. 10/567,948 Page 2 of 14 Atty. Docket No. 023 J 

PAGE 3/15 * RCVD AT 2/22/2010 1:29:28 PM [Eastern Standard Time] • 8VR:U8PTO-EFXRF-5/35 * DNI8:2738300 * CSID:Fax • DURATION <mm-ss):08«20 



2/22/2010 10:29 AM FROM: Fax TO: 1 571 2738300 PAGE: 004 OF 015 



Claims 70-71 (Cancelled). 

72. (Currently Amended) The [[AH method according to claim 67, wherein 
the source code is written in the C** programming language. 

Claims 73-77 (Cancelled). 

78. (Currently Amended) A method of producing storage media having a 
secured executable program thereon, the method comprising: the steps of obfuscating 
object code of a security program by substituting an assignment of a variable in source 
code of the security program with a class template defining a plurality of functions of the 
variable, each of the plurality of functions indexed by a key value and associated with a 
series of operations resulting in the assignment of the variable in a manner obfuscating 
such assignment, and compiling the source code using a compiler to produce the object 
code, wherein the compiler inserts in the object code the series of operations associated 
with one of the plurality of functions of the variable identified by a key value provided as 
a parameter of the class template; securing an executable program by associating the 
executable program with the [fall security program which is arranged to control access to 
the executable programJL]] and applying the secured executable program to a storage 
medi a. ., and the method furth e r comprising obfuscating the object code of the security 
program, wherein th e object code of the security program has been obfuscat e d by 
substituting a variabl e in source code with a s e l e cted function of th e variable, and 
compiling the source code to produce object code, the selected function causing the 
v aria b l e t o be prese nted in th e compil ed object code as a series of operations. 

79. (Currently Amended) The ITA11 method of producing storage media 
having a secur e d e x e cutabl e program th e r e on according to claim 78, wherein the 
executable program and the security program are associated at object code level, the 
security program being arranged to encrypt the executable program. 

80. (Currently Amended) The f fAII method of producing storage media 
having a secured executable program thereon according to claim 78, further comprising 
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moving blocks of the executable program out of the executable program and relocating 
the blocks in the security program. 

81. (Currently Amended) The ITA11 method of producing storage media 
having a secured executable program thereon according to claim 78, wherein the security 
program is arranged to require the running of an authentication program. 

82. (Currently Amended) The [[All method of producing s torag e media 
having a s e cur e d executable program th e r e on according to claim 78, wherein the source 
code of the security program involves stored arrays and templates and utilizes u tilis e s 
pointers to navigate the arrays and templates. 

83. (Currently Amended) The ITA11 method of producing storage media 
having a se cur e d e x e cuta b l e program th e r e on according to claim 78, wherein the source 
code of the security program is written in the C ++ programming language . 

84. (Currently Amended) The ff All method of producing storage media 
having a secured executabl e program ther e on according to claim 78, wherein the storage 
media onto which the secured executable program is applied is an optical disc. 

85. (Currently Amended) The f 1A11 method of producing st o r a g e media 
having a s e cur e d e x e cutable program thereon according to claim 84, wherein the secured 
executable program is applied to the optical disc by laser beam encoding. 

86. (Currently Amended) The [[All method of producing s torag e m e dia 
having a secured executable program thereon according to claim 78, wherein the storage 
media onto which the secured executable program is applied is ajnemory unit in, or 
associated with at least one computer. , servers, computers and/or other processing means. 

87. (Currently Amended) A storage media having an a secured executable 
program and a security program thereon, wherein an e x e cutabl e program is secured by 
having a security program associated therewith, the security program controls feeieg 
arranged to control access to the executable program, and wher e in the security program is 
in object code , and the object code of the security program [[which]] has been obfuscated 
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by substituting an assignment of a variable in source code of the security program with a 
class template defining a plurality of functions of the variable, each of the plurality of 
functions indexed by a key value and associated with a series of operations resulting in 
the assignment of the variable in a manner obfuscating such assignment, and compiling 
the source code using a compiler to produce the object code, wherein the compiler 
inserted in the object code the series of operations associated with one of the plurality of 
functions of the variable identified by a key value provided as a parameter of the class 
template. , the oocurity program having boon compiled from source code including 
va riable s, and a va ri a b l e in the so u rce code of the security program having been compiled 
to bo presented in object code as a series of operations whereby the object code has boon 
obfu s c ated . 

88. (Currently Amended) The [fAll storage media having a secured 
executable program thereon according to claim 87, wherein the series of operations 
comprises a plurality of operations from a group of operations including by which the 
variable is presented is made up of arithmetic operations and a nd/or logical operations.^ 
and wherein the scries of operations is arranged, upon running of the object code, to 
provide the variable. 

89. (Currently Amended) The ITA11 storage media having a secured 
executable program thereon according to claim 88, wherein the group of operations 
further includes operations which can reliably return a variable to its assigned value. 
scries of operations by which the variable is presented comprises complementary 
op e ration s arrang e d, upon running of th e obj e ct cod e , to provid e th e variabl e. 

• 90. (Currently Amended) The [fAll storage media having a secured 
executable program thereon according to claim 87, wherein the executable program and 
the security program are associated at object code level, and wherein the executable 
program is encrypted on the storage media and the associated security program enables 
decryption of the executable program. 
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9 1 . (Currently Amended) The [[All storage media having a secur e d 
e x e cutabl e program thereon according to claim 87, wherein blocks from the executable 
program have been relocated within the security program. 

92. (Currently Amended) The f I All storage media having a secured 
e x e cutable program th e r e on according to claim 87, wherein the security program is 
arranged to require the running of an authentication program. 

93. (Currently Amended) The [f All storage media having a secured 
e xecutabl e program ther e on according to claim 87 , wherein the storage media is an 
optical disc on which the executable program and the security program are encoded. 

94. (Currently Amended) The f fAll storage media having a secured 
e x e cutabl e program th e r e on according to claim 93, wherein the optical disc is one of: a 
CD, a CD-ROM, and a DVD. 

95. (Currently Amended) The [fAll storage media having a secured 
e x e cutabl e program th e r e on according to claim 87, wherein the storage media is a 
memory unit in, or associated with at least one computer. , servers, computers and/or 
proc e s s ing m e ans and on which the executabl e program and the security program ar e 
stored. 

96. (Currently Amended) The [fAll storage media having a s e cur e d 
executable program ther e on according to claim 87, wherein the executable program is 
one or more of: a games program; a video program; an audio program; and other 
software. 

97. (Currently Amended) A method implemented bv a first processor for 
providing a program for secure execution on a second processor, the method comprising: 
of controlling a processor to run a program comprising: receiving a key value: using the 
key value to retrieve information of a template from a library of templates indexed bv key 
values, wherein each of the templates in the library is associated with a different 
encrypted set of instructions that result from compiling source code of the program and 
associated with a different emulator program configured to translate corresponding of the 
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different encrypted set of instructions into a set of obfuscated native instructions: 
compiling the source code to generate an encrypted set of instructions associated with the 
template, wherein the encrypted set of instructions is not directly executable by the 
second processor; and providing the encrypted set of instructions along with an emulator 
program associated with the template to the second processor, wherein the emulator 
program and the set of obfuscated native instructions are directly executable by the 
second processor, translating instructi o ns fr om the program into a reduced instruction s e t 
format to which said processor is not responsive, causing the tranolatod instructions to bo 
applied to a virtual p ro c es s or which is re sp ons ive to the reduced instruction set form at? 
and causing the virtual processor to run the instructions applied thereto and to apply a 
series of simple ins tr u ct i o ns, to whi ch the p r o cessor i s responsive , to the processor . 

98. (Currently Amended) The fTAll method of controlling a processor to run a 
program according to claim 97, wherein the emulator program is configured to translate 
the encrypted set of instructions into the associated set of obfuscated native instructions 
without decrypting the encrypted set of instructions, further comprising encrypting the 
translated instructions to be applied to the virtual processor, and enabling the virtual 
processor to respond to the encrypted instructions without decrypting them. 

99. (Currently Amended) The method according to claim 97, further 
comprising providing an executable program along with the encrypted set of instructions 
and the emulator program to the second processor, wherein the encrypted set of 
instructions control access to the executable program so that the second processor is 
allowed to execute the executable program. A m e thod of controlling a proc e ssor to run a 
program according to claim 98, further comprising utilising templates to translate and 
e ncrypt th e instructions, a s e l e ct e d te mp la t e providing a s e ri e s of instructions in th e 
reduced instruction set format for each instruction from the program, wherein the 
t e mplat e s d e fin e a plurality of s e ri e s of i n s truction s in th e r e duc e d instruction s e t format 
for an instruction in the program, the method further comprising selecting one of said 
plurality of s e ri e s of instructi o n s t o b e t h e t ranslation for s aid instruction. 
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1 00. (Currently Amended) The method according to claim 97, wherein the 
emulator program translates the encrypted set of instructions into the obfuscated set of 
native instructions by translating at least one of the encrypted set of instructions into a 
string of native instructions to obfuscate the native instructions. A method of controlling 
a proc e ssor to run a program according to claim 99, wherein a different k e y if f associated 
with each one of the plurality of scries of instructions in the reduced instruction set 
fo rmat in the template , and wherein the method further comprises selecting a key whi c h 
is associated with one of said plurality of series of instructions and translating the 
ins tr u ctio n in t he program to the one of s ai d p lurality of s eries of instruction s wh ich is 
associated with the selected key. 

Claims 101-105 (Cancelled). 
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